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LESSON LEARNED 

 

 

If you’re going to break your lover out of 
jail, don’t post photos of the two of you 
on Facebook. 



COMMUNICATION REVOLUTION  

 Long ago, chaos and confusion ruled the world. 

 

 People were frightened by things they didn’t 
understand.  They could only communicate by word-
of-mouth.  
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COMPUTERS: NOT A FAD 

Then came: 

 

• The personal computer 

• The laptop 

• Cellphones and Smartphones 

• GPS devices 

• The iPod 

• The iPhone 

• The iPad 

• Skype (now on Smartphones) 



TRADITIONAL SOCIAL NETWORKS 

Along with these devices came:  

GoogleMyFaceTube,YouTwit 



LATEST DEVELOPMENTS 

• LoveIt     

• Snapchat 

• Spoofcall 

• Yammer 

• Catfish (Manti Te’o) 

• Hashbot 

• Quora 

• Astroturf 

• Bangfriend 



EMPLOYER USE OF INTERNET 

Employers use Internet to: 

 

• Advertise for and Recruit Employees 

• Conduct background checks 

• Monitor off-duty activities 

• Verify employee claims 
(family/medical/other) 

• Communicate with employees 

• Other 



EMPLOYEE USE OF INTERNET 

Employees use Internet for: 

 

• Social networking 

• Entertainment 

• Job searches 

• “Flame” employer 

• Other 



What are the rules for employers? 



FEDERAL LAWS 

1. U.S. Constitution 

2. Employment Discrimination Laws 

• ADA 

• ADEA 

• EPA 

• Title VII of Civil Rights Act of 1964 

• Other 

3. Fair Credit Reporting Act 

4. Stored Communications Act 



FIRST AMENDMENT 

Speech 

Oral speech 

Written speech 

Symbolic speech 

Freedom to access speech of others 

Internet speech 

 

Associational rights 

Religion 

 



EMPLOYMENT DISCRIMINATION LAWS 

Americans with Disabilities Act 

 

Age Discrimination in Employment Act 

 

Equal Pay Act 

 

Title VII (race, color, sex, religion, 
national origin) 

 



Fair Credit Reporting Act 

• FCRA requires Employers to obtain 
written consent from individuals before 
employer may conduct background 
check using a third party. 

 

• Is Internet Search Engine (e.g. 
Google) a “third party” under the 
FCRA? 

 

• Unclear 



Stored Communications Act 

It is unlawful to intentionally access 
stored communications without 
authorization or in excess of one’s 
authorization. 

 

If employee restricts his Facebook 
account (regional or by “friends only”), 
may supervisor lawfully gain access 
that the employee did not intend? 



STATE LAWS 

1. State Constitution 

2. Whistleblower Laws 

3. Employment Discrimination Laws 

4. Stored Communications Act  

5. “Off-Duty Conduct” Laws 

6. State Common Laws 
• Invasion of Privacy 

• Defamation 

• Other 

 



 

  

 

 
State laws ban “adverse action” for lawful activity 

(e.g., smoking, extra-marital affair) 

 

Membership in disreputable organizations (e.g., 
American Nazi Party) 

 

Advocating for discriminatory practices (e.g., 
religious groups opposing gay marriage) 

 

Making public statements critical of Authority on 
matters of public interest 

 

LAWFUL ACTIVITY UNDER STATE LAW 



New State Laws 

• California, Illinois and Maryland 
prohibit employers from requiring job 
applicants and employees to provide 
passwords to their non-work internet 
accounts. 

• Employers may require job  applicants 
and employees to divulge personal 
social media information as part of a 
work-related investigation. 



CALIFORNIA CRIMINAL LAW 

California Penal Code Section 528.5: 

“Any person who knowingly and without 
consent credibly impersonates another 
actual person through or on an 
Internet Web site or by other electronic 
means for purposes of harming, 
intimidating, threatening or defrauding 
another person is guilty of a public 
offense.” 



TEXAS LAW 

• Texas Occupations Code, Chapter 
1702: 

 

• “An independent contractor collecting 
data about someone’s identity, habits 
or legal liability must possess a valid 
Private Investigator’s License issued by 
the State of Texas.” 



Internet Service Provider Rules 

• http://www.facebook.com/legal/terms 

 

• “If you collect information from users, 
you will: obtain their consent, make it 
clear that you (and not Facebook) is 
the party collecting their information, 
and post a privacy policy explaining 
what information you collect and how 
you will use it.” 

http://www.facebook.com/legal/terms


“No Trespassing” Sign 

Employees of Hillstone Restaurant Group 
(HRG) created a private account on 
MySpace to “talk about all the 
crap/drama and gossip occurring in our 
workplace without having to worry 
about outside eyes prying in.” 

 

Management got a password, gained 
access to this blog and fired several 
employees. 



“No Trespassing” Sign, cont’d. 

• Employees sued, alleging deception, 
intimidation and invasion of privacy 

 

• Jury returned a verdict in favor of 
employees, awarding them back pay 
and requiring employer to pay punitive 
damages.  Pietrylo v Hillstone 
Restaurant Group 



Can Authority Take Action? 

Public Statements Critical of Authority 

 

  1.  Issue must involve “public concern” 

 2.  Purely private, internal matter is 
unprotected. 

   3. Mixed public-private statements must be 
weighed to see if statement: 

 

 



Actionable Conduct 

 

• Impairs discipline or control by superiors; 

• Disrupts co-worker relations; 

• Erodes close working relationships that 
require trust and loyalty; 

• Interferes with speaker’s performance or 
his/her duties; or 

• Obstructs the routine of the office. 



Case 1: Flaming the Employer 

• Firefighter Jones starts a blog entitled 
“Fire Officials: They’re the Worst!” 

• Jones complains about his supervisor 
(no names), and makes it clear that no 
one in the FD has any respect for the 
supervisor; 

• Supervisor reads the blog and wants to 
discipline Jones;  

• Can supervisor discipline Jones? 



RULE 1 

Check with Legal 



CASE 2: Best Qualified List 

Fire Chief “googles” Best-Qualified FF 
candidate and finds that candidate is 
President of Jerry Sandusky Fan Club. 

 

Is this research lawful? 

Can FD use the results of this research 
to make an employment decision? 

If someone sues, does Chief face 
exposure to personal liability? 



RULE 2 

Check with Legal 



CASE 3: Facing Facebook 

Fire Chief regularly checks Facebook accounts 
of his direct reports.  Is this legal? 

 

Fire Chief learns that Deputy Fire Chief has 
“friended” Al-Qaeda and is soliciting 
contributions to help fight the “infidels.” 

 

Can Fire Chief use this information to take 
action against Deputy?  If Deputy sues, can 
Fire Chief be sued personally? 



RULE 3 

Check with Legal 



CASE 4: Veteran versus Newbie 

Veteran FF who has always been a pain to the 
Chief starts blog showing picture of plane 
dropping bombs over picture of non-specific 
Fire Station. 

 

New FF posts photo of “Digital Salute” on his 
blog with Fire Chief’s initials underneath. 

 

Can Chief take action against Veteran? 

Against new FF? Can Chief be sued? 



RULE 4 

Check with Legal 



CASE 5: Return-to-Work 

FF presents “return-to-work” slip from 
his doctor.  Chief checks doctor’s name 
on Google and learns that doctor is a 
psychiatrist specializing in treating 
people who like to blow things up. 

 

Can Chief use this information? 

Can Chief ignore this information? 

Is it OK to google your FFs’ doctors? 



RULE 5 

Check with Legal 



CASE 6: Sick of Facebook 

FF Smith calls in Sick on a sunny day. 
Next day, Smith arrives to work all tan 
and excited about his “sick day.” 

Chief checks Facebook and learns about 
Smith’s hole-in-one from the previous 
day’s golf outing. 

 

Was this search legal? 

Can the Chief use this info? 

If Smith sues, is the Chief vulnerable? 



RULE 6 

Check with Legal 



 CASE 7: Fake Profile 

After FF Smith learns that Chief looked 
at his Facebook page, Smith 
“unfriends” Chief. 

Chief creates fake profile and sends a 
Friend request.  Smith accepts. 

 

Can Chief do this? 



RULE 7 

 

You already know the answer . . . 



QUESTIONS? 

 


